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Pexomenaanuu no co0aw0aeHuI0 KineHTamu O0uecTBa ¢ OrpaHM4eHHOI 0TBETCTBEHHOCTHIO
Ynpasasomas komnanns «IIpaiinKanuram npaBu nHGOpManMoHHOIi Oe30macHOCTH

Hacrosmue Pexomennanmu 1o co01roieHnIo KirneHTaMu OO0IIecTBa ¢ OrpaHHYSHHON OTBETCTBEHHOCTRIO
VYopapnstomas komnanus —«[IpaiigKanuram» (manee — VYnpapismiomas KoMmMIaHusa) TpeOoBaHUM K
HH(GOPMAITHOHHONW 0E30MacCHOCTH TPHU KCIOJIB30BAHUM YCIYyT YTPAaBISAIONICH KOMIAHHH pa3pabdoTaHO B
COOTBETCTBUU C TpeboBaHusMHU [lonokeHus: 00 ycTaHOBIEHUH 00sI3aTENbHBIX ISl HEKPEAUTHBIX (PUHAHCOBBIX
OpraHuzaluii TpeboBaHUH K 00eCIIeUeHHIO 3aIUThl HHGOPMAIIMK TP OCYLIECTBICHUHN ACSITEIBHOCTH B cepe
(bPMHAHCOBBIX PBIHKOB B IEJSIX NPOTHBOACHCTBHS OCYIICCTBICHHIO HE3aKOHHBIX (DMHAHCOBBIX OIeparuii
20.04.2021 roma Ne 757-I1 u moamexat TOBEICHHUIO IO CBEACHHS KIIMESHTOB Y ITPABIISAIOICH KOMITAHHH.

1. YBenomiieHue 0 puckax HHPOPMAUOHHOI 0€30MACHOCTH, CBA3AHHBIX ¢ HECAHKIITOHMPOBAHHBIM
JAOCTYNOM, BPEJOHOCHBIMH KOJaMHU H HHBIMH NPOTHBONPABHBLIMH e CTBUAMH TPETbHX JIMIIL.

1.1 Knuents! Ynpasmsromeld KOMIaHUM HECYT PUCKHA BO3MOXKHBIX (DHHAHCOBBIX IIOTEPh BCIIEACTBUE
CIIEAYIOIINX OOCTOSTENBCTB:

— TONyYyeHHWe JWIAMH, He OO0NaJalolMMK TPaBOM OCYIIECTBIEHHUS ()MHAHCOBBIX ONEpaluid OT JIHIA
KIIMCHTA, HECAaHKIIMOHUPOBAHHOTO TOCTYIIA K 3aIlXIIaeMOi HH(pOPMAIIHH;

— yTpaTa (HampuMep, BCICACTBUE XHIIECHNU) HOCUTENCH HH(POPMAIIUH, KITIOUEH AIIEKTPOHHON MOIINCH,
C UCIIOJIb30BaHNEM KOTOPBIX OCYILECTBISIECTCS B3AUMOACHCTBHUE C Y IPABIISAIOIECH KOMITAHUEH;

— BO3JICICTBHE BPEIOHOCHOTO KO/a (BPEIOHOCHBIX MPOrpamMM, MPHUIIOKEHHUI) Ha yCTPONCTBA KIIMEHTa, C
KOTOPBIX COBEPIIAIOTCS (PUHAHCOBBIC ONEPALMH WIM OCYLIECTBIIETCS B3aMMOJCHCTBHE C YTIPaBISIONMICH
KOMMaHueH (MJIaHIeT, MOOMIBHBINA TenedoH U T.1., lajiee — yCTPOHUCTBO);

— COBEpIIECHUE B OTHOILIEHUH KJIMEHTa UHBIX IPOTUBOIPABHBIX IEHCTBUIA.

1.2. [Ipu B3aumozaeiicTBUU C YTpaBisiolmleld KOMIAHUEH M OCYIIECTBIECHUHM OIEepanuil KINeHTaM
clielyeT MPUHUMATh BO BHHUMAaHHE PUCK TMOJYYCHHUS TPETbUMHU JUIAMHU HECAaHKIIMOHUPOBAHHOTO JOCTyMa K
HHGOPMAIMK C IEJIbI0 OCYIISCTBICHUS UMK HECAaHKIIMOHWPOBAHHBIX OIEPAlMi C MMYIIECTBOM KJIHEHTOB.
Takue pucKy MOTYT BO3HHUKATh, B TOM YHCIIE, BCIEICTBUE CIENYIOMNX COOBITHH:

— Kpa)ka mapoJisi Wik MHOTO HIeHTH(UKATOpa JJOCTYTA, UHBIX KOHUACHIIUAILHBIX JJAHHBIX, C TOMOIIBI0
CHEIMATIbHBIX YCTPOWCTB W/MIM BPEIOHOCHOTO KOJa M HCIOJBb30BaHHE 3JIOYMBIIUICHHUKAMH YKa3aHHBIX
JIAHHBIX IS HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

— YCTaHOBKA Ha yCTPOMCTBO BPEJOHOCHOTO KO/, KOTOPHIH IMMO3BOJIUT 37I0YMBINIJICHHUKAM OCYIIIECTBUTH
oTepalvy OT UMEHU KIIMEeHTa Y IPaBIISIONIEH KOMIIAaHUH;

— Kpaka WIM HECaHKIIMOHUPOBAHHBIH JIOCTYN K YCTPOMCTBY, MOCPEIACTBOM KOTOPOTO KIHMEHT MOXET
MOJIb30BAThCSl yCIAyraMH YTPaBJISIONCH KOMIIAHWW JUTS TOJIYYCHUS NAHHBIX W/WIIH HECAHKIMOHUPOBAHHOTO
JIOCTYTIA K YCIIyTaM € 3TOr0 yCTPOICTBa.

— HECAHKIIMOHUPOBAHHOE TMOJNyYeHHE 3IIOYMBIIUICHHHKAMH TEPCOHAIBHBIX  JAHHBIX  KJIMCHTA.
OnucaHHBIi PUCK MOXET pPEaM30BaThCs, IMOMUMO TPOYETO, KOTJa 3JIOYMBIIIJICHHUK TPEACTABIISICTCS
COTPYJHHKOM YTPAaBISIONIeH KOMIAHUH UM TEXHUYECKUM CIEIHAINCTOM, UM UCIIOJIb3YET MHYIO JIETEHIY U
MPOCUT KIIMEHTA COOOIUTh €My KOH(WICHIMAIBHBIC IaHHBIC WM HAMpPAaBISET MOANCIbHBIC MOYTOBHIC
COOOIIEHHS ¢ MPOCKOOH MPeOCTaBUTh HH(GOPMAIIMIO WIIH COBEPIIUTH JACHCTBHE, KOTOPOE MOXKET MPUBECTH K
KOMITIPOMETAIINH YCTPOICTBA;

— TepexBaT MOYTOBBIX COOOIIECHHI M TOTYYCHUSI HECAHKIIMOHUPOBAHHOTO IOCTYTIA K BBIMHUCKAM, OTYETaM
Y nipoueii GUHAHCOBOI MH(BOPMAIIMH, €CITH DJICEKTPOHHAS MOYTa KIMEHTA UCTIONIB3YeTCs Il HHPOPMAIIMOHHOTO
oOMeHa ¢ Ympaenstonieid komnanueid. B cirydae nmoigydeHus 10CTyma K MoYTe KIUEHTA - OTIPaBKa COOOICHHHA
VYrpagsionieit KOMITaHuH OT €T0 UMEHHU.



1.3. OnucaHHbIE BBILIE PUCKH, CBA3aHHBIE C YTPAaTOH M KOMIpPOMETalUell y4ETHBIX JaHHBIX HECET
BJIAJIeJIEl] TAKMX JAaHHBIX.

2. Mepbl 10 npe10TBPAIEHNI0 HECAHKIMOHMPOBAHHOT0 A0CTYNA K 3alMIaeMoii ungopmanuu.

2.1. Kimentam ObmiecTBa peKOMEHTyeTCs IPEAIPHHATE BCE JOCTYIIHBIC MEPHI IS MPEIOTBPAICHHS
HECaHKIIMOHUPOBAHHOTO JOCTYIA K 3ammuiiaeMoil uadopmarmu. s yka3aHHbIX nenedl kianentam OOmiecTsa
CJIEAyeT MPUHATH, IOMUMO MPOYETO, CICAYIOMINE MEPHIL:

2.1.1. Oo0ecniedenue HaJUIekKaIICH 3alUTHl YCTPOHUCTBA, ¢ TIOMOIIBIO KOTOPOTO KIUEHTHI MOJIB3YHOTCS
ycayramu O61ecTBa 1 0OMeHUBaroTCst UHpopMarueit ¢ O0mecTBoM:

— JWCIIONB30BaHUE TOJBKO JIMIICH3UPOBAHHOTO MPOTPaMMHOrO OOECIeYeHUs, MOIy4YeHHOTO U3
JOBEPEHHBIX HCTOYHUKOB.

— 3amIpeT Ha YCTAHOBKY MPOTPaMM M3 HEMPOBEPEHHBIX HCTOYHHUKOB.

— HCIIONB30BaHUE CPEACTB dICKTPOHHOMN OE30MAaCHOCTH U 3aIlMTHI, TAKAX KaK aHTHBUPYC C PETYISIPHO U
CBOEBPEMEHHO OOHOBJISIEMBIMH 0a3aMH, IEPCOHATBHBIN MEKCETEBON dKpaH, 3aIUTa HAKOIIUTENS U IPOYHX;

— HACTpOWKa MpaB JOCTyHa K YCTPOWUCTBY TaKUM OOpa3oM, YTOOBI HECAHKIIMOHHUPOBAHHBIN JOCTYH K
WHGOPMAIIH Ha TAKOM YCTPOICTBE OBLT HEBO3MOKEH TaXKe TIPH yTPaTe YCTPOHCTBA BIIAICIbIIEM;

— XpaHEHHE U UCTIOIB30BaHUE YCTPOUCTBA CIIOCOO0M, UCKITIOUAIOIINM PHCKH €T0 KPaXKH W/HITH YTEPH.

— CBOEBPEMEHHOE OOHOBIICHHE OTIEPAIMOHHON CHCTEMBI YCTPOHCTBA;

— aKTHBaIWs NapOIHHON MM MHOM 3aIlUTHI U OCTYTIA K YCTPOICTBY;

— He3aMeIIUTENbHOS U3MEHEHHE YUSTHBIX TaHHBIX, HCIOIb3YEMBIX I A0CTyma K ycmyram OOmiecTBa,
MoCJIe YOAJICHUS C YCTPOHCTBA 00HAPYKEHHOT'O BPEIOHOCHOTO IIPOTPAaMMHOTO 00ECIICUCHHST;

— Tepenmada 3amuinaeMoil MHGOpMAlUU KIMEHTOB TOJNBKO Yepe3 Oe30macHble OSCIpPOBOMHBIC CETH.
PaGoTtass B 0OIIEAOCTYNHBIX OECHPOBOAHBIX CETAX KIMEHTAM HE CICIyeT BBOIUTH YYCTHBIC HaHHbBIC,
UCTIOJIB3yeMBbIe IS JOCTYMa K yeimyram OomiecTna.

2.1.2. Obecnedenue KOHGUACHIIMAILHOCTH 3aIIUAIIAEMON HHPOPMAIIHH:

— XpaHEHHe B TallHe HICHTH()HMKAIMOHHBIX JAHHBIX W KIIOYEBOH HMHGOPMAIIUH, MOIYYECHHBIX OT
OobmecTBa. B cirygae koMrpoMeTaIiy yka3aHHBIX JaHHBIX KIHEHTY CIeXyeT IPHHATh MEPhI Ul CMEHBI TaKUX
JAHHBIX W/ yBemomiieHuss OOIIecTBa 0 UX KOMIIPOMETAIINH;

— COOJII0/ICHHE IPUHITUITA PA3yMHOTO PACKPBITHS HHGOPMAITHH O HOMEPAX CUCTOB, TACTIOPTHBIX JaHHbIX,
uHON mHpopMarmu. B ciydae 3ampoca y KiIMeHTa yKa3aHHOW HH(MOPMALMH B CBS3U C OKAa3aHHUEM YCIyT
VYrpasistommeit KoMIaHueH, KIHEHTY CIeIyeT 0 BO3MOKHOCTH OLEHHUTh CHTYAITUIO M YTOYHUTH ITOJTHOMOYHS
OTIpPABUTENSI 3ampoca M MNPOLEAYypY MPEAOCTaBICHUS HWH(POPMAIMKM HEMOCPEACTBEHHO Y YIpaBlstonieh
KOMIIaHUH.

2.1.3. TlposiBiieHHE OCTOPOXKHOCTH M TTPEyCMOTPUTEIHLHOCTH:

— KIHEHTY YTpaBIBIONIeH KOMIAHUHU CIEAyeT MPOSBISATH MOBBIIICHHYIO OCTOPOKHOCTH B CIEAYIOIINX
00CTOSITENBCTBAX:

a) TP TIOyYCHUH DJIEKTPOHHBIX COOOIICHUH CO CCBUIKAMHU W BIOXKEHHSMH, TaK KaK OHH MOTYT
MPUBECTHU K 3aPAKEHUIO YCTPOWCTBA KJIMEHTA BPESAOHOCHBIM KOJIOM;

6) mpu pocMoTpe/padoTe ¢ caiiTamu B ceTH MHTEepHeT, Tak Kak BPEIOHOCHBIM KOJI MOXET OBITh
3arpyeH ¢ CanTa;

B) TIpH MOJTydeHHH (aiJIOB B apXUBE C MapoJieM, Tak Kak B TaKOM (haiiie MOXeT ObITh BPETOHOCHBIN KO/,

BpenoHocHBIM KOJ, IONAB K KJIMEHTY 4Y€pe3 IOYTy MM CCbUIKY Ha CalT B ceTh HHTEpHET, MOXKET
MOJYYIHUTH JOCTYH K JIOOBIM TaHHBIM U HH(OPMAIOHHBIM CHCTEMaM Ha 3apakKeHHOM yCTPOMCTBeE.

— cIemyeT BHUMATEIBHO MPOBEPSTH OTIPABUTEIS 3JICKTPOHHBIX coolmeHuil. Bxopsmee coolmenue
MOXeET OBITh OT 3JOYMBIIUICHHHKA, KOTOPBIH MAacCKUpPYyeTCsl IMOoJ YTPABISIONIYI0 KOMIIAHHIO HIIM HHBIX
JIOBEPEHHBIX JIMLL;

— KIMEHTaM YIPAaBIAIONIEH KOMIIAHUU HE PEKOMEHAYETCA 3aXOAUTh HA CalThl, B CUCTEMBI YIAIICHHOIO
JIOCTYIIa C HEIIPOBEPEHHBIX YCTPOUCTB, KOTOPBIE KJIMEHT HE UMEET BO3MOXKHOCTH KOHTPOJIUPOBATh.;

— TIpU HAJIWMYHH B CPEACTBAaX MAacCOBON MH(OpMANXHU U Ha caiiTe Ympapisiomeil KOMIaHUU CBEICHUHN O
MOCIIEIHUX KPUTUYHBIX YS3BUMOCTSAX H O BPEIOHOCHOM KOJE, KJIMEHTaM PEKOMEHIYETCS IPHUHUMATh TaKylo
HHGOPMAITHIO K CBEJICHHUIO;

— TIpH OOpaIleHNH B YTIPABISIONIYI0 KOMIIAHUIO KITHEHTY PEKOMEHTyETCSI OCYIIECTBISATh 3BOHOK TOJIBKO
110 HOMepy TenedoHa, yKa3aHHOMY Ha caidTe YIIpaBIsioneld KOMIIaHUHU B ceTH MHTepHeT;



— IIpU IPENOCTaBICHUU KIMEHTOM JOCTYIA K YCTPOUCTBY TPETbUM JIMILAM KJIMEHT HECET PUCK 3arpy3Ku
TaKUMH JIMIIAMU Ha YCTPOHCTBO BPEJOHOCHOTO KoJa. B ciryuae yTpaTsl yCTpOWCTBA 3JI0YMBIILIIIEHHUKH MOTYT
BOCIIOJIB30BATHCSA UM AJISL AOCTyMa K cucTeMaM OOIIecTBa OT JINIa KIUEeHTa;

— KJIMEHTY pPEKOMEHAYETCS HCIONb30BaTh Ul CBA3M C YIpPaBIAOLIEH KOMIAHUEH OTHAENBHOE,
MaKCHUMAJIBHO 3aIlUIIEHHOE YCTPOUCTBO, TOCTYI K KOTOPOMY €CTh TOJIBKO Y KIIMEHTA;

— KOHTaKkTHas WH(pOpMaNus, TpeIoCTaBIeHHas KIHEHTOM YTpapisfomeldl KOMIAHUH, JOJDKHA
MOJJIEP)KUBATECA B aKTyaJbHOM COCTOSHHM JUIA TOTO, YTOOBI B Cilydae HEOOXOOMMOCTH HpEICTaBUTENb
VYnpasisitoliei KOMIIAaHUY MOT OIIEPATUBHO CBS3aThCA C KIIMEHTOM.

2.1.4. B cny4ae WCIOIB30BaHUS KJIMEHTOM NPH B3aMMOAEHCTBHHM C YHpaBisrounieldl KoMIIaHWen
3JIEKTPOHHOM MOAUCH, KITUEHTY PEKOMEHTy€eTCsI:

— HCIIOIB30BaTh Ul XPAHEHHUS KIIFOYEH 3JI€KTPOHHOM MOANMCH BHEITHHE HOCUTEIN;

— BHHMATEIbHO OTHOCHTHCS K KIIFOUEBOMY HOCHUTEIIO, HE OCTABIATH €ro 0e3 MPUCMOTpa U He IIepeaBaTh
TPEThUM JIMLAM, U3BJICKaTh HOCUTENIU U3 KOMIIBIOTEPA, €CIM OHU HE UCTIONIB3YIOTCS JUI PabOThI;

— HCIIOIb30BaTh CIOXHBIE MAPOJM U1 BXOAA HA YCTPOWCTBO M JUI JOCTyINA K KIIFOYaM 3JIEKTPOHHOU
MOJMNCH, HE XPaHUTh N1APOJIH B TEKCTOBBIX JOKYMEHTaX Ha YCTPOUCTBE.

2.1.5. [Ilpwu pabore c 3amuimaeMoii nH(GopMaIyeil Ha IepCOHALBHOM KOMITBIOTEpPE PeKOMEHTyeTcsl:

— HCIIONB30BaTh JIMIIEH3MOHHOE IPOrpaMMHOE oOecredeHHe (ONepaliioHHble CHUCTEMBI, O(HCHBIE
MaKeThl U T.J1.);

— CBOEBPEMEHHO YCTAaHABINBATh aKTyaJIbHbIE OOHOBICHNUS 0€30MaCHOCTH (OMEPAIMOHHBIC CHCTEMB,
O(UCHBIC TTAKETHI U T.11.);

— HCIIONB30BaTh aHTUBUPYCHOE MPOTrpaMMHOE OOecIieueHHe, PerysipHO OOHOBIISATh AHTUBUPYCHBIE
0a3mr;

— HCIIOJIB30BaTh CHENUATN3UPOBAHHBIC IPOTPAMMBI JUIS 3aIUTHI HHPOPMAIIUK U CPEACTBA 3aIUTHI OT
HECAHKIMOHUPOBAHHOI'O JOCTYIIA;

— HCIIOJIb30BaTh CIOKHBIE TAPOJIH;

— OIpPaHMYMUThH JOCTYI K KOMIBIOTEPY, UCKIIOUUTH (OIPaHUYUTh) BO3MOXKHOCTh JUCTAHIIMOHHOTIO
MOJKITIOUCHUS K KOMIIBIOTEPY TPETHUM JIHIIAM.

2.1.6. Ilpu pabore ¢ MOOHIBHBIM YCTPOWCTBOM HEOOXOIUMO:

— HE OCTaBIATh YCTPOMCTBO 0€3 MpHCMOTPA, YTOOBI HCKIIOYUTh €r0 HECAHKIMOHHPOBAHHOE
UCTIOJIb30BAHUE;

— HCIOJIB30BaTh TONBKO O(UIMANbHBIE MOOWIBHBIC TPUJIOKEHHUS, 3arpy’KCHHBIE IPH TOMOIIH
o(UIaTBHBIX MAara3uHOB MPUIOKEHUH;

— HE TepexXOJWTh IO CChUIKAM M HE YCTAHABIMBATh IPHUIOKECHHUS/OOHOBICHHS O€30IacHOCTH,
MpHUIIEANNEe B cMc-cooOmmeHny, Push-yBenoMineHun uiny mo 3JeKTPOHHOW MOYTe, B TOM YHCIE OT MUMECHHU
OOmecTBa;

— YCTaHOBMTb Ha YCTPOMICTBE NapoJib IS JOCTYNa K yCTPOUCTBY.

2.1.7. Ilpu obmene unpopmanueii uepes cetb MIHTEpHET pEKOMEH Ty ETCS:

— HE OTKpBhIBaTh NIHMChMa M BIOXEHUS K HUM, TOJYYCHHBIC OT HEM3BECTHBIX OTIIPAaBUTENECH IO
3JIEKTPOHHOM TOUTE, HE IEPEXOUTH TI0 COJIEPKAIIMMCS B TAKHX IMHChMAaX CCHUIKAM;

— HE BBOJWTH MIEPCOHATBHYIO HHPOPMALIHIO Ha HE BRI3BIBAIONINX JIOBEPUE CaliTaX U APYTUX HEM3BECTHBIX
KIIMEHTY pecypcax;

— HCKIIIOYUTH MOCEIICHUE CAaliTOB COMHUTEIBHOTO COACPKAHUS;

— HE COXPAaHSATh MAPOJIU B TAMSATH MHTEPHET-Opay3epa, €CU TPEThH JIMLA UIMEIOT AOCTYN K KOMIIBIOTEPY;

— HE HAKUMaTh Ha OaHHEPHI ¥ BCIUIBIBAIOIINE OKHA, BOSHUKAIOIINE BO BpeMsl paboThI B ceTH MHTEpHeT;

— OTKpHIBaTh (hailyIbl TOJIBKO M3BECTHBIX KIMEHTY paclInpeHui.

2.2. [Ipu momo3peHMM B KOMIIPOMETAIMM 3JCKTPOHHOM MOAMMCH WM HECAHKIMOHHPOBAaHHOM
JBIDKCHUU AaKTHBOB KIHEHTY CIIEAyeT HE3aMEAJIHUTENbHO O0O0paIiaThCsd B YNPABISIOIYH0 KOMIIAHHIO IO
TejaeOHy H/UIH aJIpecy DIICKTPOHHON MOYTHI, YKa3aHHBIM Ha O(UIIMAILHOM caiiTe YTIpaBIsIoneld KOMIaHUH
B ceTy VIHTEpHET.



